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Abstract
I designed, implemented, secured, and validated a segmented on-premises home lab using a Dell PowerEdge R710, Proxmox VE, pfSense, Windows Server 2022, a Windows workstation, and Ubuntu Server. The environment provides virtualization, network segmentation, Active Directory Domain Services, DNS, DHCP, Group Policy, remote administration, Linux domain integration, firewall controls, snapshots, scheduled backups, and evidence-integrity validation. This document consolidates command-validated evidence exported from the Proxmox host and Linux01 together with screenshots captured during implementation and validation. Evidence files were hashed with SHA-256, packaged, transferred, and reverified to demonstrate traceability and resistance to accidental modification.
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Executive Summary
The lab is a small-enterprise simulation rather than a collection of unrelated virtual machines. Proxmox VE provides the virtualization and storage layer. pfSense separates the upstream household network from an isolated 10.10.20.0/24 internal lab network. DC01 provides Active Directory, DNS, DHCP, and Group Policy. WS01 is a domain workstation used for validation. Linux01 extends the environment into Ubuntu administration, Active Directory integration, Kerberos, SSSD, SSH, UFW, sudo delegation, and guest-agent management.
The June 21, 2026 evidence collection confirms the host, network bridges, storage, VM configurations, snapshots, scheduled backups, Linux01 configuration, and evidence hashes. A consolidated archive was copied to a dedicated backup disk and independently rehashed. The resulting documentation is intended as portfolio evidence of practical systems, network, identity, security, backup, and documentation skills.
Scope and Validation Method
This report documents a personal nonproduction lab. Claims are limited to data visible in retained screenshots or contained in command-generated evidence files. A configuration file proves configured state; a successful service query proves service state at collection time; a backup archive listing proves archive presence but not a full application-level restore. These distinctions are maintained throughout the report.
Direct command output was treated as the strongest evidence.
Configuration screens were used when the visible fields were the relevant proof.
Failed attempts were not treated as successful validation.
SHA-256 hashes were used to verify evidence integrity before and after transfer.
Screenshots were selected for readability and relevance to the documented claim.
Infrastructure Overview
	Component
	Role
	Validated identifier
	Status

	Dell PowerEdge R710
	Physical virtualization host
	PowerEdge R710
	Implemented

	Proxmox VE
	Hypervisor, VM, storage, snapshots, backup
	proxmox.jeremyfontenot.local / 192.168.0.242
	Validated

	pfSense, VM 100
	Firewall, routing, NAT, segmentation
	WAN 192.168.0.205; LAN 10.10.20.1
	Validated

	DC01, VM 200
	AD DS, DNS, DHCP, Group Policy
	10.10.20.10 / dc01.ad.jeremyfontenot.online
	Validated

	WS01, VM 300
	Windows domain workstation
	ws01
	Validated through VM and DHCP evidence

	Linux01, VM 400
	Ubuntu Server and Linux administration
	10.10.20.20 / linux01.ad.jeremyfontenot.online
	Validated



Network Architecture
The upstream network uses 192.168.0.0/24. Proxmox management is connected through vmbr0 at 192.168.0.242, and the pfSense WAN interface is connected to the same bridge at 192.168.0.205. The internal lab uses vmbr1 and subnet 10.10.20.0/24. pfSense provides the internal gateway at 10.10.20.1. DC01 uses 10.10.20.10 and Linux01 uses 10.10.20.20. This arrangement isolates directory, DHCP, workstation, and Linux services from the household LAN.
	Network
	Purpose
	Key systems

	192.168.0.0/24
	Upstream management and pfSense WAN
	Gateway 192.168.0.1; Proxmox 192.168.0.242; pfSense WAN 192.168.0.205

	10.10.20.0/24
	Isolated internal lab
	pfSense LAN 10.10.20.1; DC01 10.10.20.10; Linux01 10.10.20.20



Proxmox VE Virtualization Platform
The Proxmox evidence export identifies the host as proxmox.jeremyfontenot.local and records vmbr0 as the upstream management bridge and vmbr1 as the isolated internal bridge. VM configuration exports show pfSense with two VirtIO adapters, DC01 and WS01 on vmbr1, and Linux01 on vmbr1 with the Proxmox firewall flag enabled.
	VM
	CPU
	Memory
	Disk
	Network

	100 - pfsense-fw
	2 cores, host CPU
	4096 MB
	32 GB
	vmbr0 and vmbr1

	200 - dc01
	2 cores, host CPU
	4096 MB
	80 GB
	vmbr1

	300 - ws01
	2 cores, host CPU
	4096 MB
	80 GB
	vmbr1

	400 - linux01
	2 cores, host CPU
	2048 MB
	40 GB
	vmbr1, firewall enabled



Storage, Snapshots, and Backups
The host uses local directory storage, a thin-provisioned local-lvm pool, and a dedicated ext4 backup disk mounted at /mnt/pve/backup-hdd. At collection time, the thin pool was approximately 21.06% utilized and its metadata was approximately 1.22% utilized. The backup disk provided approximately 916 GB total capacity.
Snapshots preserve validated milestones for each VM. The current retained snapshot names include pfsense-rdp-nat-restricted, dc01-fileshare-it-ok, ws01-localadmin-gpo-ok, and linux01-domain-joined-hardened-agent. The recurring job backup-critical-lab-vms is enabled in snapshot mode, uses zstd compression, runs Sundays at 02:00, targets backup-hdd, and includes VMs 100, 200, 300, and 400.
	Control
	Validated configuration

	Backup job
	backup-critical-lab-vms

	Schedule
	Sunday at 02:00

	Mode
	Snapshot

	Compression
	zstd

	Storage
	backup-hdd

	VM membership
	100, 200, 300, 400



Windows Server 2022 and Active Directory
DC01 runs Windows Server 2022 Standard Evaluation, build 20348, as the primary domain controller for ad.jeremyfontenot.online. The forest and domain functional levels are Windows Server 2016. DC01 is a global catalog and holds all five FSMO roles: Schema Master, Domain Naming Master, PDC Emulator, RID Master, and Infrastructure Master.
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Figure 1. Active Directory forest, domain, domain controller, and FSMO role validation on DC01.
DNS Services
The DNS Server service is configured for automatic startup and was running during validation. AD-integrated forward and reverse zones are present. The ad.jeremyfontenot.online zone uses secure dynamic updates, and the reverse zone 20.10.10.in-addr.arpa is AD integrated. Forward and reverse lookup tests validated DC01 and Linux01.
[image: ]
Figure 2. DNS service, AD-integrated zones, records, and forward/reverse resolution tests.
DHCP Services
DC01 is authorized in Active Directory as the DHCP server at 10.10.20.10. The active scope is 10.10.20.0/24 with a pool from 10.10.20.100 through 10.10.20.200. Scope options assign router 10.10.20.1, DNS server 10.10.20.10, and DNS domain ad.jeremyfontenot.online. The lease inventory showed active leases for WS01 at 10.10.20.100 and Linux01 at 10.10.20.101 at the time of collection.
[image: ]
Figure 3. Authorized DHCP server, active scope, scope options, statistics, and leases.
Group Policy and Role-Based Administration
The environment uses domain-linked and OU-linked Group Policy Objects for password policy, account lockout, Windows Firewall, RDP restrictions, PowerShell logging, audit policy, Windows Update, server security, workstation security, controlled local administrators, and user drive mapping. Role-based groups are used instead of assigning permissions directly to individual users.
[image: ]
Figure 4. Group Policy Objects and domain/OU link validation.
Ubuntu Server Linux01
Linux01 is Ubuntu Server 26.04 LTS with kernel 7.0.0-22-generic. Proxmox identifies it as VM 400 with two CPU cores, 2 GB memory, a 40 GB VirtIO SCSI disk, a VirtIO network adapter on vmbr1, guest agent enabled, and VM-level firewall integration enabled. The operating system uses static address 10.10.20.20/24, default gateway 10.10.20.1, DNS server 10.10.20.10, and search domain ad.jeremyfontenot.online.
[image: ]
Figure 5. Ubuntu Server operating system selection and installation workflow.
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Figure 6. Linux01 static IPv4 addressing configured for the internal lab network.
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Figure 7. Linux01 network configuration using the internal gateway and domain DNS server.
Linux01 Active Directory Integration
Linux01 is joined to ad.jeremyfontenot.online as a Kerberos member using realmd, SSSD, adcli, NSS, and PAM integration. The realm permits domain logons. The jeremy.fontenot domain account resolves through NSS and belongs to Domain Users, GG-Lab-Admins, GG-RDP-Allowed, Domain Admins, and related replication-control groups. SSSD was both enabled and active.
Linux01 DNS and Kerberos Validation
Forward resolution maps linux01.ad.jeremyfontenot.online to 10.10.20.20, reverse resolution maps 10.10.20.20 back to the Linux01 FQDN, and the domain controller resolves to 10.10.20.10. A valid Kerberos ticket-granting ticket was present for jeremy.fontenot@AD.JEREMYFONTENOT.ONLINE.
Linux01 Security and Maintenance
UFW was active with a default deny policy for incoming connections and an allow policy for outgoing connections. SSH on TCP 22 was limited to 10.10.20.0/24. SSH was enabled and active. The base sudoers file and the domain-admins drop-in parsed successfully, and a delegated sudo test returned root. The QEMU guest agent package was installed and active. No reboot was required at collection time.
Evidence Collection and Integrity
Linux01 evidence files were generated in a dedicated directory, hashed, and packaged into linux01-evidence-2026-06-21.tar.gz. The archive SHA-256 digest was 5c1eff369a0055338808a93c025847cc5997db4f04614a56ede33b43f9e9b8db. The archive was transferred from Linux01 to Proxmox with SCP and rehashed after transfer; the digest matched exactly.
[image: ]
Figure 8. Linux01 evidence archive contents and SHA-256 digest generation.
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Figure 9. Successful secure copy of the Linux01 evidence archive to the Proxmox host.
The central evidence directory was then repackaged as homelab-evidence-complete-2026-06-21.tar.gz. Its SHA-256 digest was e8a5a40a6960557383ccb152af2da71053e50382d8287d632b9ed5ad85cb7060. A copy was stored on the dedicated backup disk under /mnt/pve/backup-hdd/evidence-bundles, and the destination hash matched the source.
Current Validated State
	Area
	Validated state
	Evidence strength

	Hypervisor
	Proxmox host, bridges, storage, VM configuration exports
	Direct command evidence

	Firewall and segmentation
	pfSense dual-interface VM and isolated internal network
	Configuration and screenshots

	Identity
	Single-domain AD forest, DC01 global catalog, all FSMO roles
	Direct command evidence

	DNS
	AD-integrated forward/reverse zones and successful Linux01/DC01 lookups
	Direct command evidence

	DHCP
	Authorized server, active scope, options, statistics, WS01/Linux01 leases
	Direct command evidence

	Group Policy
	Domain and OU linked security/operations GPOs
	Direct command evidence

	Linux
	Ubuntu, static network, AD join, SSSD, Kerberos, UFW, SSH, sudo, agent
	Direct command evidence

	Backups
	Scheduled VM backup job and archive inventory including VM 400
	Direct command evidence

	Evidence integrity
	Nested and consolidated SHA-256 manifests plus transfer verification
	Cryptographic hash evidence



Skills Demonstrated
Enterprise virtualization and VM lifecycle administration with Proxmox VE.
Layer 2 and Layer 3 network design, segmentation, routing, NAT, and firewall administration.
Windows Server 2022 deployment and Active Directory forest/domain administration.
DNS, DHCP, Group Policy, role-based access, and remote administration.
Ubuntu Server installation, static networking, SSSD/realmd domain integration, Kerberos, SSH, UFW, and sudo.
Snapshot and scheduled-backup administration with validation of archive presence and storage capacity.
Evidence handling, SHA-256 integrity verification, secure transfer, and professional technical documentation.
Limitations and Risk Treatment
This environment contains one domain controller and is not designed for production availability. Local snapshots are rollback points rather than independent backups. Backup archive presence does not replace an isolated restore test. Direct RDP port forwarding should remain restricted to a trusted administrative source or be replaced with a VPN. The lab is intentionally scoped as a personal skills-validation environment.
Recommended Next Steps
Perform and document an isolated restore of one Windows VM and Linux01 to alternate VM IDs.
Export and retain a current pfSense configuration backup and rule inventory.
Replace direct RDP forwarding with VPN-based administrative access where practical.
Add centralized log collection and alerting for Windows, Linux, pfSense, and Proxmox.
Implement a second domain controller only if the lab is expanded to test replication and resilience.
Conclusion
The completed lab demonstrates a coherent infrastructure stack across hardware, virtualization, networking, identity, Windows administration, Linux administration, security controls, snapshots, backups, and evidence integrity. The command-generated records and retained screenshots provide verifiable support for the documented configuration and show a repeatable process of implementation, validation, correction, and preservation.


Appendix A: Evidence File Inventory
	Evidence file
	Size

	SHA256SUMS.txt
	1,752 bytes

	backups/proxmox-backup-validation.txt
	12,573 bytes

	backups/vm-400-backup-validation.txt
	565 bytes

	guest-bundles/linux01-evidence-2026-06-21.tar.gz
	3,496 bytes

	host/proxmox-host-validation.txt
	7,978 bytes

	networking/proxmox-network-validation.txt
	374,989 bytes

	snapshots/vm-100-snapshots.txt
	378 bytes

	snapshots/vm-200-snapshots.txt
	423 bytes

	snapshots/vm-300-snapshots.txt
	404 bytes

	snapshots/vm-400-snapshots.txt
	462 bytes

	storage/proxmox-storage-validation.txt
	5,519 bytes

	vm-configs/vm-100-configuration.txt
	589 bytes

	vm-configs/vm-200-configuration.txt
	643 bytes

	vm-configs/vm-300-configuration.txt
	643 bytes

	vm-configs/vm-400-configuration.txt
	593 bytes



Appendix B: Key SHA-256 Digests
	Artifact
	SHA-256

	Linux01 evidence archive
	5c1eff369a0055338808a93c025847cc5997db4f04614a56ede33b43f9e9b8db

	Complete evidence archive
	e8a5a40a6960557383ccb152af2da71053e50382d8287d632b9ed5ad85cb7060



Appendix C: Key Validation Commands
pvesh get /cluster/backup
pvesm status
qm config 100; qm config 200; qm config 300; qm config 400
qm listsnapshot 100; qm listsnapshot 200; qm listsnapshot 300; qm listsnapshot 400
realm list
id jeremy.fontenot@ad.jeremyfontenot.online
getent passwd jeremy.fontenot@ad.jeremyfontenot.online
resolvectl status
klist
ufw status verbose
systemctl is-enabled ssh sssd qemu-guest-agent
systemctl is-active ssh sssd qemu-guest-agent
sha256sum linux01-evidence-2026-06-21.tar.gz
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PS C:\Users\Administrator> $OutputFile = Join-Path $EvidenceRoot "dc@l-active-directory-validation.txt” ~

>>

> & {
> "DCO1 Active Directory Validatior

> "Collected: $(Get-Date -Format o

>

>

> Forest Information

>>  Get-ADForest |

> Select-Object Name, Foresthode, RootDomain,

> Domains, GlobalCatalogs, Sites |

> Format-List

>

> Domain Information

>>  Get-ADDomain |

> Select-Object DNSRoot, NetBIOSName, DomainMode,
> PDCEmulator, RIDMaster, InfrastructureMaster,
> Distinguishedame |

> Format-List

>

> Domain Controller Information

>>  Get-ADDomainController -Filter * |

> Select-Object HostName, IPvaAddress, Site,

> IsGlobalCatalog, OperationMasterRoles,

> Operatingsystem, OperatingSystemversion |
> Format-List

>

> FSHO Roles

>>  netdom query fsmo

>> } | Out-File -FilePath $OutputFile -Encoding utf -u.
>

>> Get-Content §OutputFile

DCe1 Active Directory Validation

Collected: 2026-06-21T11:44:57.9749969-05:06

Forest Information

Name : ad.jeremyfontenot.online
Foresthode : Windows2@16Forest

RootDomain ad. jeremyfontenot .online
Domains {ad.jeremyfontenot .online}
GlobalCatalogs : {DCO1.ad.jeremyfontenot.online}
Sites : {Default-First-Site-Name}

Domain Information

DNSRoot : ad.jeremyfontenot.online
NetBIOSName : JFAD
Domaintode windows2616Domain
PDCEMUlator DCe1.ad. jeremyFontenot .online
RIDHaster : DCe1.ad.jeremyfontenot .online
InfrastructureMaster : DCe1.ad.jeremyfontenot.online
DistinguishedName  : DC-ad,DC=jeremyfontenot,DC=online
Domain Controller Information
HostName : DCe1.ad. jeremyfontenot .online
TPvaAddress 10.10.20.10
Site Default-First-Site-Name
IsGlobalCatalog : True
OperationMasterRoles  : {SchemaMaster, DomainNamingMaster, PDCEmulator, RIDMaster.
Operatingsystem windows Server 2022 Standard Evaluation
Operatingsystemversion : 10.0 (20348)

FSHO Roles
Schema master DCe1.ad. jeremyFontenot .online
Domain naming master DCe1.ad. jeremyFontenot .online
PDC DCe1.ad. jeremyFontenot .online
RID pool manager DCe1.ad. jeremyFontenot .online
Infrastructure master DCe1.ad. jeremyFontenot .online

The command completed successfully.

PS C:\Users\Administrator>
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PS C:\Users\Administrator> $0utputFile = Join-Path $evidenceRoot "dc@i-dns-server-validation.txt ~
>>

> & {
> "DCO1 DNS Server Validation”

> "Collected: $(Get-Date -Format 0)"

>

>

> DNS Server Service

>>  Get-Service DNS |

> Format-List Name, DisplayName, Status, StartType

>

> DNS Zones ==="

>>  Get-DnsServerZone |

> Select-Object ZoneName, ZoneType, IsDsIntegrated,

> IsReverselookupZone, DynamicUpdate, Replicationscope |

> Sort-Object ZoneName |

> Format-Table -AutoSize

>

> Foruard Lookup Records

>>  Get-DnsServerResourceRecord

> ~ZoneName “ad.jeremyfontenot.online” |

> Select-Object HostName, RecordType, Timestamp, RecordData |
> Sort-Object HostName, RecordType |

> Format-Table -AutoSize

>

> Selected Resolution Tests

>>  Resolve-DnsName DCe1.ad.jeremyfontenot.online -Server 16.16.20.10
>>  Resolve-DnsName Linuxe1.ad.jeremyfontenot.online -Server 16.10.20.10
>>  Resolve-DnsName 16.16.26.10 -Server 10.16.26.16

>>  Resolve-DnsName 16.16.20.20 -Server 10.16.26.16
> } | Out-File -Filepath $OutputFile -Encoding utf8 -Wi
>

>> Get-Content SOutputFile

DCe1 DNS Server Validation

Collected: 2026-06-21T11:46:48.2845352-05:00

DNS Server Service

Name : DNS
DisplayName : DNS Server
Status : Running

StartType  : Automatic

DNS Zones

ZoneName ZoneType IsDsIntegrated IsReverselookupZone DynamicUpdate Replicationscope
_msdcs.ad. jeremyfontenot .online Primary True False Secure Forest
0. in-addr.arpa Primary. False True None [
127.in-addr.arpa Primary. False True None None
26.16.16.in-addr.arpa Primary. True True Secure Domain
255. in-addr.arpa Primary. False True None None
ad. jeremyfontenot .online Primary. True False Secure Domain
Forward Lookup Records
HostName RecordType Timestamp
A 6/21/2626 9:60:60 AM DnsServerResourceRecordA
NS DnsServerResourceRecordNs.
SOA DnsServerResourceRecordsoa
ge._tep SRV 6/21/2626 9:60:06 AM DnsServerResourceRecordsry
gc._tcp.Default-First-Site-Name._sites SRV 6/21/2626 AM DnsServerResourceRecordsry
“kerberos._tcp SRV 6/21/2626 AM DnsServerResourceRecordsry
“kerberos._tcp.Default-First-Site-Name._sites SRV 6/21/2626 AM DnsServerResourceRecordsry
“kerberos._udp SRV 6/21/2626 AM DnsServerResourceRecordsry
“kpassud._tcp SRV 6/21/2626 AM DnsServerResourceRecordsry
“kpassud. _udp SRV 6/21/2626 AM DnsServerResourceRecordsry
1dap._tcp SRV 6/21/2626 AM DnsServerResourceRecordsry
“1dap._tcp.Default-First-Site-Name._sites SRV 6/21/2626 AM DnsServerResourceRecordsry
“1dap._tcp.Default-First-Site-Name. sites.DomainDnsZones SRV 6/21/2626 AM DnsServerResourceRecordsry
“1dap._tcp.Default-First-Site-Name. sites.ForestDnsZones SRV 6/21/2626 AM DnsServerResourceRecordsry
“1dap._tcp.DomainDnsZones SRV 6/21/2626 AM DnsServerResourceRecordsry
“1dap._tcp.ForestDnsZones SRV 6/21/2626 AM DnsServerResourceRecordsry
“msdcs NS DnsServerResourceRecordNs.
dce1 A DnsServerResourceRecordA
DomainDnsZones A 6/21/2626 AM DnsServerResourceRecordA
ForestDnsZones A 6/21/2626 AM DnsServerResourceRecordA
linuxe1l A DnsServerResourceRecordA
1561 A 6/21/2626 9:60:60 AM DnsServerResourceRecordA

Selected Resolution Tests

Name Section IPAddress

AAAA 1200 Question fese:

a71:d77d:2a3f :ebda
1260 Question 10.16.20.10
3600 Answer  10.10.20.20

DCe1.ad. jeremyFontenot .online
DCe1.ad. jeremyfontenot.online A
Linuxe1.2d. jeremyfontenot.online A

Name 10.20.10.10.in-addr.arpa
QueryType : PTR

L 1200

Section  : Answer

lameHost : DCO1.ad.jeremyfontenot.online
Name : 20.20.16.16.in-addr.arpa
QueryType @ PTR

L 3606

Section  : Answer

NameHost @ 1inux61.ad.Jjeremyfontenot.online

:\Users\Administrator> o
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PS C:\Users\Administrator> $OutputFile - Join-Path $evidenceRoot "dcel-dhcp-server-validation.txt” ~
Users\Administrator>
:\Users\Administrator> & {

"DCB1 DHCP Server Validation”
"Collected: $(Get-Date -Format 0)"

DHCP Server Service
Get-Service DHCPServer |
Format-List Name, DisplayName, Status, StartType

Authorized DHCP Servers
Get-DhcpServerIndC |
Format-Table Dnshame, IPAddress -AutoSize

DHCP IPv4 Scopes
§$5copes = Get-DhcpServervascope

$scopes |
Select-Object Scopeld, Name, State, StartRange,
EndRange, SubnetMask, LeaseDuration |
Format-Table -Autosize

DHCP Scope Options
foreach ($Scope in $scopes) {
"Scope: $($5cope.Scopeld)”
Get-DhcpServervaOptionValue -Scopeld §$5cope.Scopeld |
Select-Object OptionId, Name, Value |
Format-Table -Autosize

DHCP Scope Statistics
Get-DhcpServervascopestatistics |
Select-Object Scopeld, Free, InUse, PercentagelnUse,
Reserved, PendingOffers |
Format-Table -AutoSize

DHCP Leases
foreach ($Scope in $scopes) {
"Scope: $($5cope.Scopeld)”
Get-DhcpServervaLease -Scopeld §5cope.Scopeld |
Select-Object Scopeld, IPAddress, HostName,
Clientld, AddressState, LeaseExpiryTime |
Sort-Object IPAddress |
Format-Table -Autosize

>> } | Out-File -FilePath $outputFile -Encoding utfs -
Users\Administrator>

PS C:\Users\Administrator> Get-Content $OutputFile
D1 DHCP Server Validation

Collected: 2026-06-21T11:50:64.1049706-05:06

DHCP Server Service

Name : DHCPServer
DisplayName : DHCP Server
Status : Running
StartType  : Automatic

Authorized DHCP Servers

DnsName IPAddress

dce1.ad. jeremyfontenot .online 10.16.26.16

DHCP IPv4 Scopes

ScopeId  Name State StartRange EndRange  SubnetMask  LeaseDuration

16.10.20.0 LAB-Servers-10.10.20.0 Active 10.10.20.100 10.10.20.200 255.255.255.0 8.00

DHCP Scope Options
Scope: 10.10.20.0

OptionTd Name Vvalue

15 DNS Domain Name {ad.jeremyfontenot.online}

3 Router {10.10.26.1}
6 DNS Servers  {16.10.20.18}
51 Lease {691206}

DHCP Scope Statistics

ScopeId  Free InUse PercentagelnUse Reserved Pending0ffers

16.10.20.0 99 2 1.980108 ° °

DHCP Leases
Scope: 10.10.20.0

ScopeId  IPAddress  HostName Clienttd Addressstate LeaseExpiryTime

10.10.20.160 ks61.ad. jeremyfontenot.online  bc-24-11-eb-26-67 Active 6/29/2626 9:40:44 AN
10.10.20.101 1inuxe1.ad.jeremyfontenot.online bc-24-11-73-41-1d Active 6/29/2626 9:41:39 AM

S C:\Users\Administrator>
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S C:\Users\Aduinistraton> SOutputrile = Join-Path §evidenceroot “dcol-group-policy-validation. ext"
\users\Adinistrator>
\users\adainistrator> & {
“bce1 Group Policy Validation®
“Collected: $(Get-Date -f

o

- Group Policy Objects

Get-Ge0 ALl |
Select-object DisplayNase, 1d, Gpostatus,
CreationTine, ModificationTine |

Sort-Object Dispiayliane |

Format-Table -Autos..

“_—- Domain GPO Links
Get-GPInheritance - Target "DC-ad,DC-Jeremyfontenot,0C-online” |
Select-object -xpandproperty GpoLnks |
Select-object Displayhame, Enabled, Enforced.
order. Target |
Format-Table - Autos

- Organizational Units and Linked GPos
Get-ADOrganizationalUnit ilter * |

Sort-Object Distinguishediane |
ForEach-Object {

“oU: $(5_.Distinguishediane)”

Finheritance = Get-GPInheritance -Ta

+ 5_.Distinguishediane

SInheritance. GpoLinks |
Select-object Displayiiane, Enabled,
Enforced, Order, Target |
Format-Table -4

3
> } | out-File -Fileat
S C:\Users\Aduinistrator>
b5 C:\Users\Administrator> Get-Content SOutputFile
o1 Group Policy Validation

Collected: 2026-96-21711:52:06.6210941-05:00

SoutputFile -Encoding utfs -Width 248

Group Policy Objects

pisplaynane %l

HodiFicationTine

Gpostatus CreationTine

befault Domain Controllers Policy 6ac1786¢-016-1142-945F-00c04TDIBLFS 6/8/2026

6/8/2026 1:15:52 PH.

Allsettingsénabled

pefault Domain Policy 31b2F348-016-1142-945-08c047b931F0 ALLSettingsEnabled 6/3/2026 1:15:52
6/3/2626 7:27:26 AN

690 - Baseline - Account Lockout €367d60e-0ea8-41a¢-Ocb6-a50c602db360 AllSettingsEnabled 6/9/2026 7:22:12
6/9/2626 7:22:12 AN

GPO - Baseline - Audit Pollcy 2197b34e-Babb-4dcs-95ds-dsFa2bo9sce3 AllSettingsEnabled 6/9/2026
6/9/2626 7:22:12 AN

6PO _ Baseline - Domain Password Policy  beS10d41-5910-4ce3-0051-87eBSbb14dfc AllSettingsEnabled 6/9/2026 7:22:12
6/9/2026 7:22:12 AN

GP0 - Baseline - powershell Logging 1701200 -7FFe-4das-adde-da876992934 AllSettingsEnabled 6/9/2026
6/9/2626 7:38:50 AN

6P - Baseline - AOP Restrictions 58071683 £51-4343-b044-2c66dc3e2dbe AllSettingsEnabled 6/3/2026 7:22:12
6/9/2026 7:42:02 AN

GPO - Baseline - Server Security 20150019-815F-4264-9dbé-706F72b5729¢ AllSettingsEnabled 6/9/2026
6/9/2626 7:22:12 AN

6P  Baseline - Windous Firewall 56b64636-Fbb5-412-5ce0-ab70cb146111 AllSettingsEnabled 6/9/2026 7:22:12
6/9/2626 7:37:14 AN

GPO - Baseline - Windous Update 0c605532-760F-4d39-ded-124479040198 AllSettingsEnabled 6/9/2026 7:22:13
6/9/2626 7:43:54 AN

6P  Baseline - Workstation Security addcash-3a85-4a7f -35¢3-97b1debe7o1e AllSettingsEnabled 6/9/2026 7:22:13

6/11/2026 6:17:30 1
GPO - Users - Map IT Share Drive
1 6/12/2626 8:08:48 PN

GPO - Workstations - Controlled Local Aduins 762181ba-c7bo-41ee-8dle-d61de26bbasy
1 6/12/2626 4:10:26 AN

bfaBb6Co-3e5d-4860-aF64-170352072bef AllSettingsEnabled 6/12/2026 5:08:47

Allsettingsenabled 6/12/2026 4:05:33

Domain GPO Links

bisplayane Ensbled Enforced Order

pefault Domain Policy True  False 1 dc-ad,dc-jeremyfontenot,dc-online
GPo - Baseline - Domain password policy  True  False 2 dc-ad,dc-Jeremyfontenot,dc-online
GP0 - Baseline - Account Lockout True  False 3 de-ad,dc-jeremyfontenot,dc-online
GPO - Baseline - Windous Firewall True  False 4 de-ad,dc=jeremyfontenot,dc-online
PO~ Baseline - ROP Restrictions True  False 5 deead,dcajeremyfontenot,dc-online
GPO - Baseline - Powershell Logging True False 6 dc-ad,dc-Jeremyfontenot,dc-online
GPo - Baseline - Audit Policy True False 7 dc-ad,dc-jeremyfontenot,dc-online
GPO - Baseline - Windows Update True  False 8 de-ad,dc-jeremyfontenot,dc-online

onganizational Units and Linked 6P0s

OU=Adain, 0U=3FAD, C=ad, OC

0U-Disabled Users, 0U-Users,0U-3FAD, DC-ad, DC~jeremyfontenot ,C-online

u:

OUDistribution Groups,0U=Groups,0U=TFAD, DC-ad, DC=Jeremy fontenot DC-online
Uz OU-Domain Controllers, OC-ad, 0C-jerenyfontenot, 0C-online
bisplaynane Enabled Enforced Order Target

Tree | False 1

befault Domain Controllers Policy iomsin controllers, dc-ad, dc-jerenyfontenot, de-online

oU: 0U=Domain Controllers,OU=Servers, 0U=IFAD, DC=ad,DC=jeremy fontenot, DC=online
U 0U-Groups,0U-Adnin, 0U-JFAD, DC-ad, DC-Jeremy Fontenot, bC-online

U 0U=Groups, 0U=JFAD, DC=ad, DC=eremyfontenot ,DC-online

0U: OU=Infrastructure,0UsServers,0U=JFAD, 0C-ad, DC=jeremy fontenot, DC-online
U 0U-3FAD,DC-ad, DC=Jereay Fontenot, DC-online.

0U: O=Hember Servers,0UsServers,0U=JFAD, C=ad, DC=jeremy fontenot, DC=online

U 0U-Security Groups,0U-Groups,0U-JFAD, C-ad, DG Jereny Fontenot, D-online

U 0U=Servers, 0U=JFAD, DC=ad, DC=jeremy fontenot, DC=online

bisplayhane

Enabled Enforced Onder Target

PO - Baseline - Server Security  True  False jereayfontenot, de-online

Ou-Service Accounts,0U-JFAD, DC-ad, DC-jerenyfontenot, D-online
0U: OU=Service Desk,OU=Users, 0U=DFAD, DC=ad, DC=Jeremyfontenot , DCxonline

0u-Standard Users, 0U-Users,0U=3FAD, DC-ad, DC-Jeremyfontenot ,C-online

nline

QU=Test Clients,0U=Horkstations,0U=IFAD,0C=ad, DC=jeremy fontenot

0U-Users, 0-Adain, 0U-FAD, DC-ad, DC- Jereay Fotenot, DC-online

OU=Users,00=3FAD, DC=ad, OC

pisplayhame

GPO - Users - Map IT Share Drive  True  False jerenyfontenot, dc-online

0U: 0U-Hindous 18, 0U-HorkstatLons, 0U-JFAD, DC-ad, DC-Jeremy ontenot, DC-online

.

OU=Hindous 11,0U=torkstations,0U=JFAD,
u:

Displayame

d,0c-jerenyfontenot, OC.

OU-orkstat ons,0U-JFAD, C-ad, DC-Jeremyfontenot ,c-online

Enabled Enforced Order Target

6P - Baseline - Workstation Security True  False 1 ousworkstations,ousjfad, de-ad, dcjeremyfontenot, de=
Line
GPO - Workstations - Controlled local Adwins  True  False 2 ousworkstations,ou=jfad,dc-ad,dcsJeremyfontenot.dc.

nline

S C:\Users\Administrator> o
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online@linux01

jeremy . fontenot@ad . jeremyfontenot .online@linuxel:~$ cd ~ h
ar -czf 1inuxe1-evidence-2626-66-21.tar.gz linuxel-evidejereny.fontenot@ad. jeremyfontenot .online@linuxel:~$

[jeremy . fontenot@ad. jeremyfontenot.online@linuxel:~$ tar -czf linuxel-evidence-2026-06-21.tar.gz linuxél-evidence

[jereny . fontenot@ad. jeremyfontenot.online@linuxel:~§ tar -tzf ~/1inuxél-evidence-2626-66-21.tar.gz | head

n ~/1inuxe1-evidence-2026-06-21.tar.gzlinuxe1-evidence/

linuxe1-evidence/linuxe1-security-validation. txt

1inuxe1-evidence/1inuxe1-kerberos-validation. txt

Linuxe1-evidence/1inuxe1-ad-integration-validation. txt

linuxe1-evidence/linuxe1-dns-validation. txt

Linuxe1-evidence/1inuxe1-system-network-validation. txt

1inuxe1-evidence/SHA2565UHS . txt

1inuxe1-evidence/1inuxe1-maintenance-agent-validation. txt

jeremy . fontenot@ad . jeremyfontenot .online@linuxel:~$

ereny . fontenot@ad. jeremyfontenot .online@linux@l:~$ sha256sum ~/1inuxel-evidence-2626-06-21.tar.gz
5c1efF36020055338808203025847CC5997dbaTOA614a56ede33b43F9e0b8db  /home/jeremy. fontenot@ad. jeremyFontenot .online/linuxe1]
-evidence-2026-06-21.tar. gz

jeremy . fontenot@ad. jeremyfontenot .online@linuxel:~$
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[jereny . fontenot@ad. jeremyfontenot.online@linux@l:~$ scp ~/1inuxel-evidence-2026-06-21.tar.gz root@l92.168.8.242:/root/
The authenticity of host '192.168.6.242 (192.168.6.242)" can't be established.

025519 key fingerprint is: SHA256:t6pzsC2L98xr7QhhuZOHEZpNXNKBESTadGCSTINDFC

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.6.242' (ED25519) to the list of known hosts.

root@192.168.6.242"s password:

1inuxe1-evidence-2026-06-21.tar.gz 100% 3496 1.4MB/s  06:06
jeremy . fontenot@ad. jeremyfontenot .online@linuxe1:~$









